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T35 SIS T & & TRITON IR Tk

ONTT = LB ke Je T — AR e SRR )

— B4R

2017 8 A, AWM RANRKI T — 3K & ITE R T8 %2 4 R 40005 2 A
Triton(X 44~ Trisis 8% Hatman) , Z&4F)H N7 Triconex L4 E RS:

(Safety Instrumented System, SIS) EHIWIF, XHER—FAMKRF T
KEMNE IS, FEL Fiz.

2017 4 12 [ 14 H, FireEye ) Mandiant #8177 A 1116 TRITON T 344,
FEXF A RAT BT s o

2018 45 A 24 H, ¥ Tk M 2% % 4=/~ &) Dragos i #&, “Hxim” T4 =554
TRITON & 5 FI K A2 Xenotime I7EIHIRIFHIREAT NI, By KX H
HAsRE, Nt— BT T N2 T RS oz i el =47 7
RN EREEFNRFE 30T, DG A B s R 8 R A ) T 9 28 B0k s AR i 4% o

—. HMmmMNEE o

AN R 2 45 (SAFETY INSTRUMENTED SYSTEM fAIFR STS), N FRAZ A4 240 (SAFETY
INTERLOCKING SYSTEM), =EE ML) 48| R HHHEFECBIE 70, XHEH KRR
W) 25 B St e A Bl 5 B HLE I, A2 DMl Ay B shd i ) 25 2 21 D

s

H A TRITON 58 = 8K A4 B R A 1) s i) = 2 52 1) e i 428 FEL X0 TRicoNEX TRICON MP3008
10.0/10. 1/10. 2/10. 3/10. 4 [ fe A, FoAth 7Y 5 w2 79 5 10 FL A [ 41 Wi A< 1
AR, B TARGR T35 W 4% R Ge T+ 2 R i ] 1 R 22 1 S5 TR 3R, B AR
A PR S M i AN /N

2 B AT IETLNE SIS R4S JE, X SIS R H T EmFE, 1 SIS R4
AERANEIE, XTI AP G 0 s BORIE AR SIS REuRRL, fEREZ 2R
BB 2 A ARSI TV S B SEAT RN B AR AP ML TREBE I SIS RA s, X
DCS R4y, Ik SIS R4 5 DCS RGBS 1EM, M Tk, 47~
BN L RHERAE N RN B 22 4 K 8
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=, RRFR

BEXF TRITON fR) Bty U5 30 LA S eadi i 55, ) b 28 3 22 2 DA S Tl ) 45 22 4 4
JEREAT % W5V, NIEINTT 2o 8 2 B 5 0 % 25 BT Al 2 7 BB 4 e s n h

1. AFE S EAL A 4 R DL St E L2 A s 3 T 22 B 4, Rk b
FENLLL S ity RSV, TEARA[REVT 7] STS RGMIARSS 3 B LAEuG R 4%
(R 1) 42 i) TS P 1 44 P4 e

2. AP TS UL R TV 2% g Sl s BE iy, v, BdEt, W
2, M55 LLRAT RIEEE 3 B SERLR B R I 5 P (nllad Bk i) T 24w it
WEISF 5 SEEL, i Tl By K S8R B G A (DPT) ThRE, i) FHIMrp 2545 176 2%
15

3. FERIEERIBoHT et  TRTA AN T

4. FEFARAATHIE LT, K224 RGNS 5 R HIME B R G N 45 b5 25 1 (B £
STS AbPHRE = BN 25 H) 5

5. FIFHFEALY PR ) B8 J1 IR ThRE X 22 e g i3 T g e, — @Iy
AT A HALSEL . 7E Triconex #2481, B 7 M€ MR SR, %48
AN R AE PROGRAM #855 H

6. W% 1CS M, AllEiMNaGEREMILE T IEs);

7. NP2 G5 — a8 s B s TV By kR4 T4 20 477

Bt X TRITON 2% & B4 By 3 7% v 1 99 488 L B kAT 29 i, RATTIRE 7 Wk JL2%
Snort KU, T A 12 % = A -

alert udp any any —> any 1502 (msg:” [CS-ATTACK. TRISIS/TRITON READ
REQUEST Detected!” ; content:” |05 00 10 00 00 00 1d|” : offset:0: depth:7:
content:” [0000|” ; offset:8; depth:2; content:” |10 00 f9|” ; offset:12;
depth:3; dsize:22; sid:1111111; rev:1;)

alert udp any any —> any 1502 (msg:” I1CS-ATTACK. TRISIS/TRITON WRITE
REQUEST Detected!” : content:” [0500 14 00 00 00 1d|” ; offset:0; depth:7;
content:” [0000|” ; offset:8; depth:2; content:” [1400 17| ” ; offset:12;
depth:3; dsize:26; sid:1111112; rev:1;)

alert udp any any —> any 1502 (msg:” ICS-ATTACK. TRISIS/TRITON EXECUTE
REQUEST Detected!”; byte extract:2, 2, payload length; content:”|0500|”;
offset:0; depth:2; content:” |00 00 1d|” ; offset:4; depth:3; content:”
10000|” ; offset:8; depth:2; byte test:2, = payload length, 12: content:”
141|” ; offset:14; depth:1; sid:1111113; rev:1;)

N3 BBk ki NGEW A1 b By ki CL48 e 8 Ao i b 28 £

it B & 4% 5B www.6cloudtech.com 3
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RGN > e

HESBOR)
20

256

192

128

gh%%¢sk% m“iw%q”% Oy Py Ty, Sag, ey qh%@GQ“ﬁ,e*%% S Q&~h$°®Q@ By oy, ey

i FRGEE @D WEEE B Bt Bt WHO EEWO WY BERR B

udp 2 EF 00:50:56:C0.0008

udp 2 B 0050

udp 2 FEF 00:50:56:C0.0008

I

udp 2 I 00:50:56:C0.0008

M. AR

TRITON B HEZE 54t python v2. 7 9w’5, H 3B = B2 Bk -
FFEFF Trilog. exe;

2. WAHMinject. bin A1 iman. bin;
3. B EE library. zip: TsHi. TsBase. TsLow. TS cnames Z%.

library.zip

‘ Triconex SIS
| Controller

*J)"‘L

TRITON: uﬁﬁﬂ:&%m

1) X Trilog. exe

Trilog. exe JAA 2 Triconex M H iMfFEPﬁHﬂﬁE% HE . Rtk 85
Triconex 5 il 2% 1) &y S B A 23 AR AR /77, 31X 5L TRITON Ji 2208 26 I IR T
Gad T R TR 2 M4 10 B 4 5L, R B 2 90 'S 103845 e (SEl

iJ: B & 4% 5B www.6cloudtech.com 4
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TriStation ) 5 Triconex & H#RIEAE, RMFEH R, BN MZOEE
ARG inject. bin PA X imain. bin T EFEANE] Triconex:%ﬁ%J%ﬁq”,kiﬂﬁf:é*
fFIF. 76 TRITON HEZL B, Trilog. exe NiBid py2exe T4 B3 T windows
&1 python 27, i.i_unpyZexeEi%%i#liiiiﬁﬁ]ﬁTEl%%iﬂpYC$§i§H@
script_test. py. pyc, 28 il unpye THEIAKE pyc i& 5B py IS, 24525 1
WA E W TR

connect to
detected device IP

Triconex
‘ Controller

EERE

SEIRE (G
BINER)
ﬁnEAE
T

WEIATZR, Trilog. exe 2@k #2114 TP (TsLow. py—detect ip) K+
TriconeX 28 g, WARERRI, B, SRR B RRT R, 1%
A0 A R S 4T inject. bin Al imain. bin, 15 A& M AFE N BT 2T

payload.

Marker Marker

length 1 length 2

imain.bin

inject.bin

The Layout Of Injected Payload

Hrpinject. bin 22 SEPRE APATE (Injector) , Haxiliad 54K imain. bin 8 Hl
JEHIFRR (marker) 0x1234 F1 0x56789A K EAJ5 [ TRER imain. bin, JiEid TS
UK A ARG 58 Triconex &4t (Enhanced Triconex System Executive,
&% ETSE) b, #E 13845 22 435 il 48 W AF I S PATAUR, 11 HASZ Triconex [
HRCTTF AT AEAL B CIRZS) FIS2 A, A 24 BEH, 40 F oA Triconex BRI S,

1175;:%%5&3& www.6cloudtech.com 5
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a] WA 4 NMYFRFEA (runy remote. program. stop) :

1

= TRICONEA

11290849

T payload Jo, 2 oK Trilog. exe 2 id it i H & % PresetStatusField yE A
—E% shellcode Z#%E#i#5 4, iIX B shellcode HI/EH FEEHATIEHESEOL E
(B B RS HHRER)

"setting arguments...’
result = PresetStatusField{test, '
result

do restore True
result

"Preset failure'

AT LB BIFE N IS EE A 0x00008001, Z{ETE inject. bin yEANITFEF £
F 2, Ho i J5— 1 R SRR BAT IR R 28 LD (step), M1 FFR, 2458
—SPAT T (WA ET I 525, ZF B IIRE — TR E T % E AN
step, R FIBEAE TR/ 45 AR &, RT3 /N7 W A kAR g 48R,

Counter 5tep
Ox000 0800 1

Error Value St?p Fin

0006 2 F

it B & 4% 5B www.6cloudtech.com 6
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def PresetStatusField(TsApi, value):
len(value)

script

1
AppendResul’
Append

1
cp_info = TsApi.
status

status

A 3 [ A TR B AT B ) D AR

#shellcode: argument set
r2 =@

I
L
((uint32 t)*(uint32 t*)(r2) == 8@
I
L
((wint32 t)*(uint32 t*)(r2 + 4) == 8

t*)(r2) = (uint32 t)value;

1
g
system_call(-1);

HAE A BENLAT A7 fifi %5 (DRAM) M P17 Hi41E 0800000 £ 0x800100 [ Hbtik: 715
P2 2 MRiR 0x400000. 0x600000, i 54k 3, 4L N B2 EUE 0x00008001
EN CP Status (iR IRE) S5 fstat 80rh, S8 5 FE R
GetCpStatus B HIZIRAS, K EZSHUE B BE ), WY, Trilog KA
F &% SafeAppendProgramMo X} 2 Hi “3124%” U] payload #EATHE & T #0245
Hil#e REH (GEN), [FIBASHTRS 22 2 ) 2% FPIRES (Fstat) , SR04 il 85 N A7 132
HHPATIR —EARAE, TENLN, AT payload IFBH H & ; FHCRM, AR
7 177 A8 B payload, J& BRI B H -

it B & 4% 5B www.6cloudtech.com 7
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'uploading mod
AppendResult2 - tes AppendProgramMod (data)
AppendResult2:
"'main code write FAILED!®

limit
prevdc
prevstatus

limit i

parsed_info = test.GetProjectInfo()
parsed_info on
parsed_info - test.GetProjectInfo()
parsed_info I parsed_info[ "valid’] 1 parsed_info[ "run’]
'"MP Bad Statel’

status - parsed_info 'fstat']
sh. n(status)
istatus = struct.un ('<I', status)[@]
istep = istatus
ival istatus
istatus prevstatus:
limit 1

do restore:
"force removing the code, no checks'
UploadDummy e{test)

‘restore not required’

2) B4 E library. zip

?‘TRITON*Eﬁﬂqurilog exe FEE T ARIANUER] TriStation i (faiFR TS #ri)

5 Triconex &l #5347 18 m,ﬁﬁﬁﬁ“ I B R e AR . s T e bR
ﬁﬁ%{}\?ﬁ 5 RETNRE, BB FE A E IR L py A 4F, A PUAS TS B SCHE R AZ O
FEHL 2 TsHi. TsBases T%Low\ TS cnames:

it B & 4% 5B www.6cloudtech.com 8
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4 struct.py

/% subprocess.py
M tempfile.py
/M textwrap.py
/% threading.py
/% token.py

/% tokenize.py

/% fracebackpy

/% T5 enames.py
/% TsBase.py

/% TsHi.py

/+ TsLow.py

/% typespy

/% unicodedata.py

/% UserDict.py
/% warnings.py

/% weakref.py

>»TS cnames. py f8 H T TriStation Prl Ty EEFIME R ALHD (TS cst) UL F%
ST RN I FE R A 10 1 44 2 5 1 (—17256)

{1: "CONNECT REQUEST',
"CONNECT REPLY',
"DISCONN REPLY',
'DISCONN REQUEST',
"COMMAND REPLY',
"PING',

7: "CONN LIMIT REACHED',
8: *NOT CONNECTED',
'MPS ARE DEAD’,
' ACCESS DENIED',
'CONNECTION FAILED'

keystate = {8: 'STOP',
1: "PROG',
"RUN®,
"REMOTE",
4: "INMVALID'
1
i
progstate = {8: 'RUNNING',
1: "HALTED®,
"PAUSED",
"EXCEPTION®

it B & 4% 5B www.6cloudtech.com 9
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TS names = {-1: "Not set’,
'Start download all”,
'Start download change’,
‘Update configuration®,
'Upload configuration®,
'Set I/0 addresses’,
‘Allocate network’,

‘Load vector table’,

‘Set calendar’,

‘Get calendar’,

‘Set scan time’,

"End download all’,

"End download change®,
"Cancel download change’,
"Attach TRICON®,

*Set I/0 address limits’,
"Configure module’,

"Set multiple point walues®,
"Enable all points’,
"Upload vector table®,
‘Get CP status ',
"Run-program’,

"Halt program’,

"Pause program’,

‘Do single scan’',
‘Get chassis status",

STsHI. py Bz e 1 & 20 5 0, SeHUR A B2 sh g, wl it L

Trilog. exe Wi FH SR JIA, SR UL S BRECRIFE R . SR ARG R SR
il s A4S CRC K= — VISl SR i A2 R A -

it B & 4% 5B www.6cloudtech.com 10
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TsBase, struct, sh, crc, time
mp_ram_table [ o=
def 2 mp_ram_table): =m
f Tscksum{d
append_sign
def odeSig

c32(code) " append sign)

»IsBase. py fEhmEH 0 (TsHi. py) 5IRJZ TS ¥hillTh BT (TsLow. py) 2
EINNEESE

def ts_cut_rep

def ts_nocut_reply(

f Allocate

»IsLow. py REABFEHELLIRIK)ZE, B TS JEAE LK RE R AL, Jegt
T UDP F)3dA5 -

it B & 4% 5B www.6cloudtech.com 11
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socket, select, struct, sh, crc, TS cnames
NvTs_err = {-1: "UN AN ERROR®, ==
def crcl6_append(p =1) :
packet struct.pack('<H’, crc.crc!

al data

udp_ send
udp_+f1lusk
idp r

WE TR, ZR0 5 BRI R detect ip (), R BCEILHE & 1502 3 11 (TS
PRl 1) & iEFE € ) UDP ping | #&¥H 2 (0x06 0x00 0x00 0x00 0x00 0x88),
SRR X 28 ]I K Trionex 5l #8 (Tricon i@ AR IR : TCM) :

it B & 4% 5B www.6cloudtech.com 12
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socket.AF_INET, socket.SOCK DGRAM)
cet.S0L SOCKET, socket.SO BROADCAST, 1)

.255°, TS_PORT))

data, addr

data ping message:

addr[1] TS _PORT:
ip list ddr[2])
be_soc to{close message, (addr[@], TS_PORT))

on while detect ip"

st)
‘no TCM found’

len(ip list)
'more than one TCM found:"®
ip ip list:
ip
ip ip list:
ip

Hhpg Bzl “tem 7 FLBIRECN TOM B REL, “ts 7 LR EUN TS
PR B AL FE pR £, Hoh TOM B Tricon Communication Module, & Tricon HJiE
TBLER, TCM X TS $hisH B AT — Z 2%, 18 11X 6 pR B 50 DL A AH 2 fr) 1

[ SR IR A A T AT DA Y TCM B 454 DA K TS BiMSUE B 459 T

Message Source ID //HEXkRE
Counter ID //3HEaID
Command Function Code//#p=THEEHS
command Counter VAT

Unkown WES:!
sum of Bytes Checksum //$FEHREEES -
command Data Length //#SEdRMEE

Command Data //#wp=3iE

TCM B4 E

it B &£ ¥ 5B www.6cloudtech.com

13



Ecloud

Fatat=] WAL R RS

) IEANAME (inject. bin F imain. bin)

>>Inject. bin EBEHRAATENG TR imain. bin FI[E 77 H, LR

HI i 7 B, Triconex Tricon MP3008 10.0 $ 10. 4 [EfERA FAZAE ) % 42
IR RV 2 5 : CVE-2018-7522. CVE-2018-8872) K5 HL R 457 IRl AL PR, 22 F [l 42
RAM/ROM — ZPERE Y, 3\ payload (imain. bin) FI[&4F P AE X 3K, I8 o0k 2Bk
R NN imain. bin BJHHE, inject. bin #0471 HE 3= B ik 7 0w € 1S5
Bk g H AT Ab IR B, =0

1) A, 1X — 25 3 EE B G couter) KEZEFFSHUE T 18 E 2 N
JEEA (— AN AT — 8, A WA AT 585 (couter 25T 0), BE/EHENZE —
W (stept=1) ;

2) I A RAEY, X — 2D R E R AN AR w745 (018 (MSR) & A7 # £ &
e BRSO R b b, RS IEEAT T , IR ARG, ARIC R R OR A
ERAE R B HAE R

3) I R SRR ], X B T BRI TR A2 153 3wl R, G R A\ A AT
P2 Chay N A0 £ U R B R 2R ) SR R RT3, BEAT R 20, I hmic iR

4) THGFEIER) imain. bin JEN, BT LD SR MR S AL H TR, X
AR AL e B BRI R PR ATV N BN R Gn s s

RESEZLE

step
P OX00008001 4
" step

’ Ox00008010
20 Px00000020

0x00000030

inject.bin

RRA A

0x0000004

eV S

oA 55 VU2 BV AN URE B 3CAn R Frs (&l ICS-CERT, T I REA AL 1, X
BAEARSZ 2 47) -

AVsk~NL" 5 % £ ¥ B B www.bcloudtech.com 14
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inject {matn.bin

g Into firmwane: arsa —l
L Step 9 | Seep 13

Payload fits
after aodress? _— -

| Tafget = afer address |

Step & , Exphait
[ Uns=t user flag, IC/DC I

Step B

I Disable interrupts |

Step 11
[ Copy paylead into PW i

Seep 12
| Peeh jumptable entry |

!

| Fatch RAM check I

Payload
K | Aush instruction cachs |
Finaliz=
nemw? |
Yeg | Restane sysiem slate I

coimain. bin BAERJGE ITSARTIAEAE R, il & Bt st AE s RAG 0 T 224
P 2 N AR S PATRR T A S Tricon FH LT o B 8 & 1= HIFE P E B 25 1)
SO, 1% 1] R Bl A E e R e TsH1 py EF' ExleeadRamEx\
ExplWriteRamEx. ExplExec 5 TRITON HEZ2 =, HIBE N EdE sk F
[command] [MP] [size] [address] [data]

MP R AE [ 52 1Y) 255, Al R R F AL PSS Main Processor M, command {8 /&
XF N I ThRERS, 0x17 X3 READ, 0x41 A8 WRITE, 0xF9 /X% EXECUTE,

iJ: B & 4% 5B www.6cloudtech.com 15
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def ExplExec
address

def ExplWriteR
size len(data
size 1

ram_che

xecuteExploit(65, struct.pack(*<II', size, address)
RIS imain P C 4% X AAS GBI W T o :

void imain(void)

{

arg (struct argument struct*)get argument();
cmd = arg->cmd;
= arg->mp;
compare _mp = *(uint8 t*
((mp == compare_mp)
mp = arg->return_value;
(cmd)

M_READ RAM:
{m

M WRITE RAM:

M_EXECUTE:

{m

A B s s

it B & 4% 5B www.6cloudtech.com 16
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Execute

249
Packet looks Ve
comect?
No

Read Memary

Get packet
Packet looks %% Read size e e O
comect? within bounds? e gy
MP value
matches? No No
P
Mo
e
Yes e Yes PR
sl in 2 ;
ithin s? i

| Branch to address ]—0[ Resp. length = @x@ }—

AL

Write Memory _| N0

23
=]
—

£

= Subcomma

Packet looks
valus? comect?

Builld Response I
Copy responss/lengin
[

1 Resp. length = gxa l<—{ Enable addr. transkation
Hand packet back

r mnmm\;

ZJa T TRA S HATE WA BR, A2 TR T R S (RAT), Bl & fig
{3 ) FH X EERIRAAT 56 22 B A7 08, SR T AL SE PR AR A Fh AN 138 R ISt — 2D
(Y] payload, 1R AT BEX A2 MU & AIMHAREA, AL SC PR (0 B3 5 Hh AT
MFREINE 1, AWHER bug MSEEHER B TIRE .

Fv RERHT R WHIR

TERTTH AT R A, FRATRES H 153 H Bt 35 X T TriStation PRSULT-R 2, fE
i B O — Bl R REAME LS Y, AT TriStation $RLHFR AT, kA
R ATFEERL J& T RSO, BT L X F RS 2 2 1E TR RIk
FEI [A] TS YRS b1, b FRATIFF UG X B 77 TriStation FAFEAT A 4, i T
W2 KRR R, AT ATIE] T — A REEESCF TricCom. d11, &A1) JE M
HiiA N “Tricon Communications Interface” B Tricon @ E#:, X2 — 7

B SCHF Triconex 43 il #3845 1) /22 -

it B & 4% 5B www.6cloudtech.com 17
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tricom40.dll BiE

=0 =2 SHEEE LamkEE

= =]
PG

Tricon Communications Interface
RS 424410
= TricCom Dynamic Link Library
FmiEE  4.2441

bt Copyright © 1993-2006 Triconex Corporation
Fon 108 KB

E¥HE  2018/7/2 14:03

=] =iE(EE)

EiEsrtE TricCom.DLL

FAMEZ A1 BRATKILT & TRITON St REALE(3 2 1S _cnames. py T3
AR, SN SR A (B0 . TR AT DL Al 2 A T
7 OB YT R I P 5 AR

'Invalid scan time',
oad is busy',
‘An-MP-has - re-educated’
nv%lld (hn:sla or slo*

‘Inva d SOE state'
he variable 15 urltP protected’,
‘Node number
*Command not a
‘Invalid sequence numbe

'Time change on non- ma<+e: TRICON',
‘No free Tristation ports’,
nvalid Tristation I command®,
‘Invalid TriStation 1131 command',
nly one chassis allowed'
Bad variable address’®

?*/:ﬂ]ﬁj%)u’%\ U%Jbbﬁé?ﬁ% 44 A Unk, JZ@?%%I&{E%XT?THS%UOH apui}
IR TE R R, IEAFTE— SR, XA 5 T B T B A S S LA 1
SR R AN B R B R, Nz Triton %2 8 1 K I 2 R D T 3% 4 s
REFEA, AESEC SIS $Eflas ik 24k M 2 JE s, 4 b FRATHE X
ZHT— BEAEFEAT IR, P W R £ 2% 1 A R R Y B4 5 jc'u%ﬁ—ZIKEET”%
F0Y script test. py, %%Iﬁiﬁ%‘EE{ﬂhﬁE’lm@l Fr LA 30 AR IR
) 532 1) TRITON & At R RS Mo 3 b B SE58 i m 2.

FANMEIEAE ) cre.py ST, AR BUAE & Bk 4 745 & “Kotov

it B & 4% 5B www.6cloudtech.com 18
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Alaxander”

__author 'Kotov Alaxander'
CRC16
CRC16_CCITT - 1

CRC_CCITT_XMODEM
CRC16_CCITT_ x1DBF
CRC16_MODBUS 4

TR IRA T R % 44 TR B — AN 2 B R, i R R BN R A
5 CRC16 AR ER ML VRGBS I cre. py HHHARHS 58 4 — 2, 1 HLAS[E] 42 2011 4F 6
H:

cTopumn ogHoro nporpalJ i

im: T buffer) & 429

wergepr, 30 wions 2011 r.
__author__ - 'Kotov Alaxander'
Bbiuucnenne CRC16 Ha Python 4 CRC16
5 CRC16_CCITT = 1
a Becoe Mettler Toledo noxagofunoce paccuutwiears CRC16 Gnoka 16 ERC_CCITT_XMODEM 2
Ha Python 10 n pacuer nommuHo Beno caenats Ha Hem xe B peaynerare 1 CRC16_CCITT_x1DOF

CRC16):
CITT:
polynom 4
& } crclbret - 65
#thanks: Lammert Bies hitp:/fumw ammertbies. nlicommyinfoferc-calculation html . mode - CRC16_CCITT x1DOF |

polynom - 4

crcléret
mode CRC,

polynom = 4

caclculate CRC16
constant: CRC16
CRC16_MODBUS

CRC16_CCITT (0xFFFF) ercléret

CRC16_CCITT_x1D0F (0x1D0F) 30 mode CRC

CRC_CCITT XMODEM 31 polynom - 4
J crcléret

mode CRC
polynom - 4
crcléret
CRC16_MODBUS:

crcléret = ¢ 6ret 1 ~ polynom

crcléret - crclbret
crcléret 5535

LR A S S 7 5 7 505 AR, T Bk TIRAT R It N Bk T 54
Hrog AL R 2 RGN BB B T2 Tll, B4 HX Tk 2R LRI
2 B B 1 5

A — s, FLSE—JF46 70 B e A4 IR B e AT T30 0 B s 35 1 Bt = R B g
Wi & A A fe it 2 BIRs DEH R 2 A R Bdige /) Bimme Bk
R iim3H Rt — 1) ML DCS (Distributed Control System) 8 NPK
S, AT AR R AR Y0 B bR se SIS? it s AT N AT BER 2 AR A
L. e PR B SR Ak A 22 4 2R 5

2. PHIE (JE48) STS FESGRS 24 R 224 ke — it

IR Mg R 1CS BRI :

16_CCITT_x1DOF

it B & 4% 5B www.6cloudtech.com 19
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